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EXTENDING A HAND

A
 
S I WRITE THIS, I’m fresh from (ISC)2 Security Congress 
and thumbing through all of the notes and business cards  
I collected during the annual conference. 

I ran into people I hadn’t seen in years and a lot of people 
I had never met who graciously let me become part of their 
conversations, especially during the member reception 

celebrating the organization’s 25th anniversary. A special thanks to Dukeana 
Touchton from Sarasota, Fla., who made room for me on a lounge cushion and 
indulged my many questions while trying to finish her dinner and drink.

I’ve attended a lot of security conferences during my 15 years in the industry, 
but this one had a different feel—and not just because it was paired with ASIS or 
held in Atlanta. 

The presentations—even those held early morning or late afternoon on the 
final day—were well attended. People spoke their minds, whether to provide  
additional resources or to challenge a speaker’s recommendations. The (ISC)2 
staff and volunteers also were omnipresent to offer guidance and evaluation 
forms when needed. 
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Editor’s Note ›

One member I didn’t get to meet in person sent me 
an email afterward and shared his impressions of the 
conference and particularly the Town Hall Meeting 
with (ISC)2 leadership.

“The (ISC)2 team does a wonderful job at making 
members feel like members. This was evident at the 
Town Hall,” wrote Kurt Danis, CISSP-ISSEP, from 
Colorado. “In fact, [Board of Directors Chair] Wim 
Remes even suggested sitting on the edge of the stage to 
be closer to the audience to enhance the Q&A session. 
That motion was subtle, had impact, and it worked 
out wonderfully. Later, we got a chance to chat per-
son-to-person with David Shearer; Dr. Rae Hayward; 
Jennifer Minella; Wim Remes, of course; the Honorable 
Hord Tipton; and Erich Kron. Greeting and shaking 
Hord’s hand at the meeting was a BIG deal!”

Building community, especially in a global organi-
zation, isn’t easy. This magazine is one way we try to 
unite everyone. We hope to continue to feature mem-
bers as both subjects and authors in the coming year. 
Be sure to check online for our writer’s guidelines if 
you’d like to submit a full feature article, or drop me  
a line at asaita@isc2.org. › ANNE SAITA

Anne Saita, editor-in- 
chief, lives and works 
in Southern California.
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Event Location Date(s)

SecureNashville Nashville, TN January 13, 2015

SecureCharleston Charleston, SC January 15, 2015

SecureBerlin Berlin, Germany February, 2015

SecurePhoenix Phoenix, AZ February 10, 2015

SecureSanAntonio San Antonio, TX February 12, 2015

SecureCharlotte Charlotte, NC February 20, 2015

SecureSeattle Seattle, WA March 5, 2015

SecureDalian China March 21, 2015

SecureIreland Dublin, Ireland March 31, 2015

SecureCEE Budapest April 21, 2015

CyberSecureGov 2-Day Washington, DC May 14 & 15, 2015

SecureHangzhou China May 16, 2015

SecureScandinavia Stockholm/Copenhagen May 19, 2015

SecureAmsterdam Amsterdam, Netherlands May, 2015

SecureSDLC Austin, TX June 11 & 12, 2015

SecureColorado Colorado Springs, CO June 16, 2015

SecureZürich Zürich June 23, 2015

SecureMunich Munich/Nuremberg June, 2015

SECUREEVENTS
2015

Our 1-day events were developed for you, our members! Earn CPEs while 
educating yourself on the threats and issues that keep you up at night.

Please visit our website at www.isc2.org/events for additional details, including abstracts, speakers 
and venue.
*Most 1-day events are free to (ISC)2 members, but some do have a cost at a discounted rate. 
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I recall the extensive measures that were 
sometimes required to get the hard-copy exam-
ination into places like Brazil, Russia, and South 
Korea. Candidates would show up ready to take 
the exam, often flying in from other countries, 
and the test booklets would be stuck in customs 
or somewhere on a UPS truck.

All of those inconveniences were removed 
when we converted to electronic testing. Not 
only did this improve the exam style, settings 
and environment, but it greatly enhanced our 
security over paper tests. And you received your 
test score before you left the testing center. 
Unfortunately, there were no longer any ham 
sandwiches.

During my time at (ISC)2, we’ve seen 
expanded growth and power in the member-
ship, now over 100,000 strong. We need not be 
concerned about dilution because of our rising 
numbers. As the exams become more robust 

Hord Tipton is 
Executive Director 
of (ISC)2. He can 
be reached at hord.
tipton@isc2.org.

WITH CHANGE COMES NEW OPPORTUNITIES

F
 
 
ELLOW MEMBERS, it is with bittersweet emotion  
that I let you know this will be my last column for  
InfoSecurity Professional. Being true to my mantra,  
I will step aside from my role as (ISC)2 executive  
director on January 1, 2015. 

Whether by choice or chance, I’ve never stayed in one job more than 
six years. I believe that after a certain amount of time in a job, it’s easy 
to get locked into directions that eventually hinder personal, profession-
al, and organizational growth. I have always embraced change and, as  
a result, I am fortunate to have vast but wide-ranging life experiences.

When I first came in as executive director, I remember many creden-
tial-seeking candidates recounting conditions surrounding their exam-
inations. The tests were paper-based, had multiple choice questions, and 
were typically conducted in hotel rooms that reeked of diesel fumes and 
noise from nearby tractor trailers, or, in one instance, loud music and 
singing emanating from a church revival from the adjoining room one 
Sunday morning somewhere in North Carolina.

I took my CISSP exam in San Francisco and vividly remember 
one gentleman towing a huge cooler with supplies to fuel him for the 
six-hour test. After the first hour, he invited me to “dig into” into that 
cooler for a ham sandwich and a soda. Never being the bashful type,  
I joined him. Others, however, didn’t appreciate the distraction.

and continue to evolve with rapidly expanding 
technologies, the growth in our membership 
reflects the continual increasing expansion of 
our knowledge base. 

We’ve also seen a huge increase in the num-
ber of volunteers (from 40 to more than 1,600 
globally) developing and modernizing existing 
exams. I take this opportunity to personally 
thank all volunteers who have dedicated their 
weekends and, most of all, their passion, to 
making (ISC)2 what it is today. This worldwide 
team has worked diligently to build better brand 
recognition so that your education and cre-
dentials carry more weight and ever-increasing 
integrity in the business arena. Now it’s not just 
IT but also business professionals who recognize 
that the CISSP and other (ISC)2 credentials are 
worth the investment and truly help organi-
zations reduce risk and improve their overall 
security posture. 

You’re now getting the recognition you 
deserve. Stay prepared with continuous learning 
and certification and by embracing whatever new 
opportunities come your way. And remember to 
share what you learn with others. That’s what 
our annual Security Congress and global events 
are all about. And that’s why we provide as 
many educational and networking opportunities 
as we can. And don’t forget our fantastic Chap-
ters. They are the lifeblood of our organization. 

You should also be proud of the (ISC)2 
Foundation. The Foundation is dedicated to the 
future of your children and the security profes-
sionals of tomorrow. As a security professional, 
the Foundation represents your social con-
science. This is how we “give back.”

You are a member of the largest, greatest, 
and most respected IT security organization 
in the world. You are also a member of a true 
profession. 

It is now your turn to take (ISC)² to the next 
tier. ●

THE LATEST  
FROM (ISC)2’S 
LEADERSHIP

EXECUTIVE LETTER › HORD TIPTON

mailto:hord.tipton%40isc2.org?subject=
mailto:hord.tipton%40isc2.org?subject=


Answer the Call for Cyber Security 
Experts With an IT Degree 
From Walden.  
•  Doctor of Information Technology (D.I.T.)
•  M.S. in Information Technology
•  B.S. in Computer Information Systems
•  And more

Offering specializations such as Cyber Security, 
Health Informatics, and Software Engineering, our 
degree programs can give you the skills you need 
to join the � eld.

*Source: International Information Systems Security Certi� cation Consortium, 2013 Global Information Security Workforce Study. Available online at https://www.isc2.org/GISWSRSA2013.

Explore our programs at WaldenU.edu/cybersecurity.

Recognized Quality

Get Credit for Your Professional 
Certi� cations.
•   Certi� ed Information Systems Security 

Professional (CISSP)®

•  ISACA Certi� ed Information Security Manager (CISM)®

•  Project Management Professional (PMP)®

This is the unemployment rate 
in the fi eld of cyber security.
This is the unemployment rate 
in the fi eld of cyber security.0%*

www.WaldenU.edu/cybersecurity
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A ROUNDUP OF WHAT’S HAPPENING IN (ISC)2 COMMUNITIES

W
 
 
HEN PAUL TEN HOLTER 
says he had his son’s back 
during the CISSP exam, 
he means it literally.

Paul, 58, and his 
32-year-old son Koen Ten Holter had their backs to 
each other while both underwent the six-hour exam in 
The Netherlands at the same time—and both passed.

Paul, who owns a consulting firm called TQMS 
bv, has worked in information and communications 
technology since the 1990s and 
recently began focusing on compli-
ance and auditing training, with an 
emphasis on information security. 
Seven months ago, he took a course 
to train for the CISSP because he 
believed it would cover both the 
theoretical and practical sides of 
training.

“It was very fortunate that Koen 
was also aligned with that date,”  
he said.

In 2000, Koen started at the 
Royal Netherlands Naval Acade-
my and served 14 years as a naval 
officer. He was trained as a weapon 
engineering officer, which, in the 
Netherlands Navy, includes respon-
sibility for all onboard IT systems. 
IT was a recurring theme during 
Koen’s military career, which also 
included stints teaching and devel-
oping operational software.

During his last couple of years 
of active duty, Koen focused on 
cybersecurity and cyber warfare. 
He leveraged that experience when 
he left the military to consult for 

Sogeti, a worldwide operating IT company that also 
does information security consulting. The first request 
he received was for him to get a formal certification in 
subjects he already worked in.

“The CISSP is, I think, the only certification that 
is broad enough to give you a full overview and a full 
understanding of everything important in information 
security,” Koen said. “So, I started studying.”

The father-son duo decided to combine their com-
plementary backgrounds—Paul’s in policy, compliance 

and management, and Koen’s on 
the technical side (cryptography, 
network security, physical securi-
ty)—to study together and take the 
test the same day. They also traded 
mnemonic devices to help them 
retain some of the data for the 
exam—and well beyond.

To stay on track, they made a 
friendly wager.

“We had a little bet going,” Paul 
explained. “Whoever had the high-
est score got, well, we don’t want 
to tell you what we bet.”

Both finished the computer- 
based exam within five minutes  
of each other, in just a little over 
four hours.

“Unfortunately, it’s (ISC)2’s pol-
icy not to tell you your scores, just 
whether you passed,” he continued.

“So as far as we’re concerned, 
it’s a draw,” Koen added. “So may-
be it’ll be settled a different way.”

His dad agrees.
“We’ll probably settle this on 

the golf course.” ●
—Anne Saita

FIELD

NOTES
EDITED BY ANNE SAITA
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DUTCH FATHER AND SON COMPLETE  
CISSP AT THE SAME TIME

“The CISSP is,  
I think, the only  

certification that  
is broad enough  
to give you a full 

overview and a full 
understanding of  

everything important 
in information  

security.”
—Koen Ten Holter

Father and son Paul Ten Holter (left),  
and Koen Ten Holter (right)
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	 ›	 FIELD NOTES

REUBEN PAUL: THE EIGHT-YEAR-OLD 
CEO WANTS TO “CREATE A SAFE 
AND SECURE CYBER WORLD FOR 
KIDS (AND THEIR PARENTS)” 

R
 
 
EUBEN A. PAUL, who goes by the nickname  
“RAP-star,” decided to create apps and games to  
help kids (and their parents) take information  
security more seriously. In the summer of 2014,  
with the help of his family, he started his own  

company, Prudent Games. Did we mention he is only eight years old?
We met with Reuben a day after he gave the keynote speech on  

“Creating a Safe and Secure Cyber World for Kids (by a Kid)” at the 
Town Hall Meeting during (ISC)2 Security Congress in Atlanta. In his 
keynote, he introduced Cracker Proof, Prudent Games’ first product,  
to be published in the Apple iOS AppStore. He had already received  
a great reception during his debut at 
the information security conference 
“DerbyCon” a week earlier. 

His dad, Mano Paul, a member of 
the (ISC)2 Application Security Advi-
sory Council and author of the Official 
(ISC)2 Guide to the CSSLP® CBK®, says 
that while his son is gaining a name 
for himself in the information security 
space, he remains focused on faith, 
family, friends, and having fun. He was 
recently painted by Eddie Mize, an artist 
who paints the portraits of influential 
information security leaders—an honor 
that few security professionals enjoy. 

In addition to his academic honors as a straight “A” student, Reuben 
is accomplished in gymnastics, music, art, and in 2013, he was honored 
to become the youngest person to have earned the Shaolin-Do Kung Fu 
Black Belt in America.

Tell us a little bit about your company and its products.
We try to make entertaining games so our customers learn while they 
play. Some of the games I’ve written are Cracker Proof, which is a fun 
way to learn about strong passwords. With Crack Me If You Can, you 
can learn about brute force attacks. And with Shuriken 
Math, shooting ninjas teaches you math. Crack Me If You 

AMERICAS ISLA  
RECIPIENTS HONORED 
FOR ELEVATING THE  
INFORMATION SECURITY 
WORKFORCE

(ISC)2 honored several members 
during Security Congress for their 
leadership achievements in ini-
tiatives, programs, or projects to 
enhance the information security 
workforces in Central, North, and 
South America.

“We were particularly encour-
aged to see more women leaders 
nominated this year. Each of 
these recipients is doing mean-
ingful work that will help to shape 
the future information security 
workforce, and I’m proud to 
recognize each of them for their 
accomplishments,” said W. Hord 
Tipton, CISSP, executive director 
of (ISC)2.

The 2014 Americas Informa-
tion Security Leadership Awards 
(ISLATM) judges, all senior-level 
information security profession-
als from (ISC)2’s North American 
and Latin American advisory 
boards, carefully reviewed the 
nominations in four distinct 
categories and one additional 
special recognition award for  
community service. 

The 2014 Ameri-

Reuben A. Paul, a.k.a. RAPstar

CONTINUED  
ON PAGE 10
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 ›	 FIELD NOTES

Can and Shuriken Math will be released before the end of this year into 
the AppStore.

How did you develop the concepts for these games?
In my school (Harmony School of Science, Austin), we have a gifted and 
talented (GT) program, and my GT instructor, Mr. McCombs, gave us 
an assignment last year when I was in second grade. We had to make a 
game or a board game, but the tricky part was that we had to make it 
educational at the same time. 

Most of my friends built some board games, but I like video games,  
so I asked my dad if he could help me make an iPhone game. We 
learned to program together and wrote Shuriken Math, which is a  
game where Ninjas teach you math.

Then Hord Tipton, the executive director of (ISC)2, heard about me 
and the game I made with my dad, and he encouraged me to make some 
educational apps or games that can teach kids about information security. 
So that’s how we came up with Cracker Proof and Crack Me If You Can.

Did you have a lot of technical assistance on this?
My dad helped me a lot. He would explain what the code is supposed to 
do and then help me figure out what the errors meant.

Why did you focus on kids and passwords for your first game?
Because some basic security controls start with passwords, and kids 
need to learn about brute force attacks and how to build strong pass-
words so that when they grow up, they will know how to be safe in a 
“cyber-unsafe” world.

What is your favorite TV show?
I don’t really have a favorite show, but I like the Cartoon Network.

Who do you admire that you would love to spend the day talking to?
My inspiration is my dad and my mom because they give me a lot of 
attention and help when I need it. I love my little brother Ittai, too.

What would you like to do when you grow up?
I’d like to be a cyber spy—a computer spy that spies into other  
computers—with permission, of course. I want to be a good cyber spy. 

Do you think you’ll get an “A” in your classes?
[giggles] Yeah. ●

CONTINUED 
FROM PAGE 9

cas ISLA recipients are:

Information Security  
Practitioner Category

• Nanditha Rao, CISSP,  
global information  
security officer, CSC 
PROJECT: Global Citizen 
Services

Senior Information Security  
Professional Category

• Lisa Foremann-Jiggetts,  
CISSP, president and CEO, 
Women’s Cyberjutsu 
PROJECT: Cyberjutsu Girls 
Academy

• Mario Chiock, CISSP, cyber 
security executive, Next  
Generations, Schlumberger 
PROJECT: Data-Centric 
Security

Up-and-Coming Information  
Security Professional Category

• Candice Moschell, CISSP, 
manager, Crowe Horwath, LLP 
PROJECT: HIPAA Security 
Risk Assessment

Community Service Star Award

• Lisa Foremann-Jiggetts, 
PROJECT: Cyberjutsu Girls 

Academy

For more information on the 
Americas ISLA program, please 
visit www.isc2.org/aisla. ●

CONTINUED 
FROM PAGE 9

The 2015 Global Information Security Workforce Study is now underway. 
The survey covers pay, skills, training requirements, hiring practices, career 
movement, corporate attitudes toward security, and more. Your input does 
matter, so plan to participate by the early December deadline.✱

WE NEED  
YOUR  
INPUT

http://www.isc2.org/aisla
https://fasus.dubinterviewer.com/scripts/dubinterviewer.dll/Frames?Quest=10814777&Ban=1&QW3135=37460&Resp=22331947
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	 ›	 FIELD NOTES

GLOBAL SPOTLIGHT: (ISC)2 AUCKLAND CHAPTER

FOCUSED ON HELPING  
SECURITY BECOME A  
STRATEGIC ENABLER IN 
MEMBERS' BUSINESSES

T
 
 
HE (ISC)2 AUCKLAND Chapter’s mis-
sion is to advance information secu-
rity in local communities throughout 
the Northland, Auckland, Bay of  
Plenty, Waikato, and Gisborne areas 

of New Zealand by providing members and other secu-
rity professionals with the opportunity to share knowl-
edge, grow professionally, educate others, and collab-
orate on projects. Their goal is to help members build 
the capacity and capability to operate at the corporate 
and strategic levels within their organizations and help 
security become a strategic enabler for businesses.  

To achieve this, the Chapter created an environ-
ment for its members to develop and share industry 
thought leadership ideas and to provide a sounding 
board with formal constructive critique and a feed-
back process that encourages open and honest discus-
sions. Many professional speaking opportunities  
are available during chapter meetings, where four 
members typically prepare and give a 10-minute  
presentation each on a particular topic of interest. 

This approach introduces aspiring members to  
public speaking and critical thinking, which helps 
develop so-called “soft professional skills” that will 
enhance career growth. In addition, facilitated peer 
study groups and security interest workgroups are 
available to help members who are seeking certifica-
tion or are interested in expanding their knowledge  
in the field.

Since the Auckland Chapter was launched two 
years ago (in July 2012), it has experienced healthy 
growth. It started with 15 charter members and grew 
to 71 members after the first year. There are currently 
83 members. 

Most recruiting efforts have been through direct 

contacts and social networking sites, such as Facebook 
and LinkedIn. Chapter meetings are held every two 
months, in addition to six seminars, five general 
meetings, and one annual general meeting each year. 
The feedback has been very positive, and the Chapter 
has generated revenue through membership dues to 
help offset such operating costs as website hosting and 
related fees, and bank account maintenance fees.

The Auckland Chapter has seen a growing interest 
in the information security profession among local 
students seeking career advice on how to enter and 
advance in the field. To address this, the Chapter 
collaborates with local academic institutions in the 
community to promote information security. It has 
provided students and other members with various 
networking and mentoring opportunities to assist 
them in their careers. The Chapter also collaborates  
with established local accredited security chapters of 
international organizations, such as the New Zealand 
Information Security Forum (NZISF) and ISACA. ●

›	 (ISC)2 AUCKLAND CHAPTER CONTACT INFORMATION

 CONTACT: Gabriel Akindeju, Chapter President

 EMAIL: president@isc2chapter-auckland.org.nz

 WEBSITE: www.isc2chapter-auckland.org.nz

CPEs When submitting CPEs  
for (ISC)2’s InfoSecurity 
Professional magazine, 
please choose the CPE 
Type: “(ISC)2’s InfoSecurity 
Professional Magazine 
Quiz (Group A Only),” 
which will automatically 
assign two Group A CPEs. 

https://live.blueskybroad-
cast.com/bsb/client/
CL_DEFAULT.asp?Cli-
ent=411114&PCAT=7777&-
CAT=9177

mailto:president%40isc2chapter-auckland.org.nz?subject=
http://www.isc2chapter-auckland.org.nz
https://live.blueskybroadcast.com/bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=9177&Review=true
https://live.blueskybroadcast.com/bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=9177&Review=true
https://live.blueskybroadcast.com/bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=9177&Review=true
https://live.blueskybroadcast.com/bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=9177&Review=true
https://live.blueskybroadcast.com/bsb/client/CL_DEFAULT.asp?Client=411114&PCAT=7777&CAT=9177&Review=true
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THIS YEAR’S (ISC)2  
SECURITY CONGERSS 
DREW MORE THAN 1,600 
PARTICIPANTS. A FULL 
HOUSE PACKED THE 
TOWN HALL MEETING.

1

3

1. Reuben Paul, 8, explains his new 
company at the Town Hall Meeting. 2. 
Members chat during the 25th anni-
versary reception at the Omni Hotel. 
3. Everyone rocked out at the 2014 
AISLA awards at the Hard Rock Cafe 
in Atlanta. 4. Food, fun and fellowship 
were cornerstones of conference so-
cials. 5. J.J. Thompson and Brandon 
Dunlap in a lively exchange during a 
Congress session.

 ›	 FIELD NOTES

2

45

(ISC) 2 SECURITY CONGRESS 2014 HIGHLIGHTS

Atlanta

 SAVE THE DATE FOR NEXT YEAR’S (ISC)2 CONGRESS FROM SEPT. 28 THROUGH OCT. 1, 2015 IN ANAHEIM, CALIF.

https://congress.isc2.org/
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TEACHABLE  
MOMENTS FROM  
(ISC)2 SECURE  
WEBINARS  
AND EVENTS

MODERATOR’S CORNER › BRANDON DUNLAP

 
THE ECOSYSTEM OF PRIVACY

W
 
 
 
ELL IN ADVANCE of moderating a we-
binar, I spend time gathering and reading 
research on the topics we plan to discuss. 
I do this to refresh my understanding of 

the problem domain, to explore alternative lines of thinking, and to 
gauge the consensus view of our profession at that point in time. As we 
approached the deadline for this issue, I found myself performing the 
same exercise, but with surprising results. 

As the tides of regulation have churned, often clouding the waters 
beyond what we once thought possible, one thing has become increas-
ingly clear: industries of all stripes are discovering that you can off-load 
the work, but not the responsibility, of protecting sensitive data. 

Whether it’s patient records, billing informa-
tion or cardholder data, the ultimate responsi-
bility rests with the originating organization, 
despite our best (and well-intentioned) efforts 
to transfer some of that burden to third-party 
service providers and other partners in our 
business ecosystems. The regulatory bodies are 
taking notice as well, such as governmental or 
industry organizations like the PCI Standards 
Council. All are issuing guidance and making 
strong statements to the press about the need 
to protect data across the vendor and partner 
ecosystem.

And if there was any doubt about the will-
ingness to enforce these requirements, this 
past summer, the U.S. Department of Health 
and Human Services Office for Civil Rights 
Director, Leon Rodriguez, was quoted as saying, 
“This final omnibus rule marks the most sweep-
ing change to the HIPAA Privacy and Security 
Rules since they were first implemented. These 
changes not only greatly enhance a patient’s 
privacy rights and protections but also strength-
en the ability of my office to vigorously enforce 
the HIPAA privacy and security protections, 

Brandon Dunlap is 
Managing Director  
of Research for  
Seattle-based  
Brightfly. He can  
be reached at  
bsdunlap@brightfly.
com.

regardless of whether the information is being 
held by a health plan, a healthcare provider, or 
one of their business associates.” 

“ Whether it’s patient  
 records, billing infor- 
 mation or cardholder  
 data, the ultimate  
 responsibility rests  
 with the originating  
 organization.”

While we often have the “perfect storm” of 
events to drive key technology or program ini-
tiatives (often in the form of news headlines), 
we are rarely afforded the same opportunity 
with regard to our own professional devel-
opment. With the increased emphasis on the 
transfer and management of risk across the  
fabric of the healthcare business community, 
this is a great opportunity to seek budget  
approval for exploring certification as a  
Healthcare Information Security and  
Privacy Professional (HCISPPSM). 

I encourage you to look with fresh eyes at 
your own ecosystem of partners, suppliers and 
vendors to identify potential areas of concern, 
regardless of the industry you are in. What you 
find just might lead you to reprioritize your 
work in the coming year. ●

http://www.rmmagazine.com/2014/06/01/new-rules-for-vendor-compliance/
mailto:bsdunlap%40brightfly.com?subject=
mailto:bsdunlap%40brightfly.com?subject=
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http://www.info.accellion.com/mlp-wp-mobile-data-security.html?ls=Website&lsd=WEB-WP-Mobile%20Data%20Security-GLOBAL-Ongoing&cs=Accellion&cst=Accellion%20Web?ms=ISC2-nov-dec-infosecurity-professional
http://www.info.accellion.com/mlp-wp-mobile-data-security.html?ls=Website&lsd=WEB-WP-Mobile%20Data%20Security-GLOBAL-Ongoing&cs=Accellion&cst=Accellion%20Web?ms=ISC2-nov-dec-infosecurity-professional
http://www.accellion.com/?ms=ISC2-nov-dec-infosecurity-professional
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›	 MANAGEMENT

A
 
 
GLOBAL DEBATE is heating up over personal privacy. 
Driven by rapid technological advancements and the  
reality of big data, we are beginning to question every-
thing we’ve come to believe about our privacy rights—
both at home and at work. The emergence of new tech-
nologies around BYOD, and the evolution of social media 
and cloud technology, are changing the way employees 
interact with the corporate network. 

Combined with social and cultural changes, we are experiencing the dissolution of 
boundaries between personal and professional time and space, putting the corporate 
network under increasing distress. The evidence abounds: 

• 90 percent of fully undetected malware is now delivered via web browsing  
(The Modern Malware Review, Palo Alto Networks, March 2013).

• There was a 91 percent increase in targeted attack campaigns in 2013, and  
web-based attacks are up 23 percent in 2014 over last year (2014 Internet  
Security Threat Report, Volume 19). IMAGE BY ©JOHN KUCZALA

NAVIGATING THE 
PRIVACY PARADOX

EMPLOYEE EXPECTATIONS ARE CHANGING. IS IT TIME  
EMPLOYERS CHANGE THEIRS, TOO?  BY DAVID MELNICK

http://media.paloaltonetworks.com/documents/The-Modern-Malware-Review-March-2013.pdf
http://www.symantec.com/security_response/publications/threatreport.jsp
http://www.symantec.com/security_response/publications/threatreport.jsp
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• Increased experience and skill of hackers, both 
individuals and state-sponsored, are leading 
to a record number of malware incidents and 
data breaches, resulting in record-high business 
losses and related costs (www.datalossdb.org).

• Web use liability losses are up, despite the 
presence of Acceptable Internet Usage Policies. 
AUP enforcement is compromised by privacy 
concerns, especially in Europe or one of the  
55 jurisdictions with omnibus privacy laws.

• An October 2013 Samsung study surveyed 
CIOs and IT decision-makers at 490 European 
companies (with more than 1,000 staff) and 
found that almost a third of respondents lost 
customer data and leaked confidential infor-
mation as a result of security breaches from 
devices used for personal activity at work. In 
the past two years, nine in 10 large European 
companies have seen or expected some form  
of security scare owing to the increasingly  
prevalent use of employees’ own devices.

The complicated global privacy landscape and the 
overall tension between security and privacy concerns 
in the workplace present unprecedented challenges for 
security professionals. In fact, you may feel like you are 
navigating this privacy terrain with a stick, a blindfold, 
and a GPS that berates you at every wrong turn. 

The good news is that while organizational and 
employee goals may seem to clash, they actually over-
lap. By acknowledging personal privacy as a security 
enabler, we can actually cut through the privacy fog and 
strengthen our organizations’ overall security postures.

The Privacy Paradox
The privacy debate is in its infancy, as evidenced by 
the fact that we are contradicting ourselves. Recent 
studies show that, lured by the promise of immediate 
access to things we want to buy, share, and consume, 
we claim to oppose sacrificing our privacy in principle, 
while actually doing so voluntarily and willfully every 
day—all in the name of a paycheck, convenience, and 
consumption. 

According to the recently published EMC Privacy 
Index, several paradoxes exist between what people 
say they want with regard to their privacy and how far 
they’re willing to go to protect it. Globally, 27 percent 

indicated they are willing to trade privacy for conve-
nience, and in 15 countries, more than 30 percent and 
as many as 61 percent of respondents are willing to 
compromise their privacy in return for access to the 
things they want to share, buy, and do online. 

Above it all, CIOs and CISOs have less control than 
ever over corporate networks due to “consumerization” 
trends that prioritize employee preferences for com-
munications technology access and usage, often to  
the detriment of network security.

As a result, tensions are growing between employ-
ers, who, to manage cyber threats, are increasing the 
nature and extent of their employee surveillance, and 
employees, whose expanding reliance on the Internet 
for personal activities has led to a heightened concern 
over their personal privacy. In response, courts, regu-
lators, and lawmakers are re-examining the individu-
al’s right to privacy.

As lawmakers play catch-up with this shifting 
landscape, there is a groundswell of public awareness 
around our resulting loss of personal privacy. Europe 

›

READ ALL ABOUT IT
If you’re in doubt about whether we are  
witnessing a privacy revolution, just look at  
the headlines:

• European Court to Investigate Laws Allowing 
GCHQ to Snoop on Journalists

• 9 Ways You’re Being Spied on Every Day

• Yahoo! Threatened with $250K/Day 
NSA-Non-Compliance Fine

• The Man Who Sued Google to be Forgotten

• Privacy Issues Could Threaten the Future of  
Commercial Social Media

• UK Government Faces Questions Over Cyber 
Snooping

• Tracking Workers’ Every Move Can Boost  
Productivity—and Stress

• The Huffington Post even has a whole section 
dedicated to online privacy

http://www.datalossdb.org
http://www.out-law.com/en/articles/2013/October/fewer-than-a-third-of-large-eu-companies-have-byod-policies-says-study/
http://www.emc.com/campaign/privacy-index/index.htm
http://www.emc.com/campaign/privacy-index/index.htm
http://www.theguardian.com/media/2014/sep/15/human-rights-snoop-on-journalists-gchq-echr
http://www.theguardian.com/media/2014/sep/15/human-rights-snoop-on-journalists-gchq-echr
http://www.huffingtonpost.com/2014/04/03/government-surveillance_n_5084623.html?utm_hp_ref=online-privacy
http://www.infosecurity-magazine.com/news/yahoo-threatened-with-250kday-nsa/?utm_source=twitterfeed&utm_medium=twitter
http://www.infosecurity-magazine.com/news/yahoo-threatened-with-250kday-nsa/?utm_source=twitterfeed&utm_medium=twitter
http://www.newsweek.com/man-who-sued-google-be-forgotten-252854
http://www.forbes.com/sites/jonathansalembaskin/2014/05/28/privacy-issues-could-threaten-the-future-of-commercial-social-media/
http://www.forbes.com/sites/jonathansalembaskin/2014/05/28/privacy-issues-could-threaten-the-future-of-commercial-social-media/
http://www.huffingtonpost.com/2013/06/10/prism-spying-uk_n_3414239.html?utm_hp_ref=online-privacy
http://www.huffingtonpost.com/2013/06/10/prism-spying-uk_n_3414239.html?utm_hp_ref=online-privacy
http://www.latimes.com/business/la-fi-harsh-work-tech-20130408-story.html#page=1
http://www.latimes.com/business/la-fi-harsh-work-tech-20130408-story.html#page=1
http://www.huffingtonpost.com/news/online-privacy/
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leads the way with a strengthening of its Data Protec-
tion Directive, which is moving toward becoming a 
full regulation. But more than a year after the Edward 
Snowden/NSA disclosures, the United States is still 
struggling to find its comfort zone regarding personal 
privacy protection. The U.S. Congress is deliberating 
legislation with the USA Freedom Act, but, hopefully, 
the proposed “Consumer Privacy Bill of Rights” and 
the recent Supreme Court decision in Riley vs.  
California foreshadow broader privacy legislation  
that may well bleed over into the workplace. 

Regardless of where you work, chances are your 
employer has to comply with confusing and, if they 
operate in multiple countries/jurisdictions, conflicting 
privacy laws. How are you supposed to advise manage-
ment and the board on ways to decrease security risks  
in light of this new privacy landscape?

Navigating the Privacy Terrain
Avoiding the adoption of emerging technology, tight-
ening up Acceptable Use Policies, or implementing 
monitoring systems that may make employees feel 
resentful and mistrusted are not the answers. In fact, 
organizations, employees, and other stakeholders can 
realize immense benefits by enabling and embracing 
personal privacy to strengthen their security. Compa-
nies willing to champion employee privacy will not 
only enjoy a leadership position in the privacy debate 
and increase their chances of compliance with forth-
coming personal privacy legislation, but they will also 
reap the compelling byproducts of increased security 
and diminished liability. 

Approximately 20 years ago, employees began to 
get access to Internet in the office. Today, it’s become 
mission-critical for most jobs, so employees expect it. 
And, absent policies or effective enforcement to the 
contrary, most access it for personal use—banking, 
shopping, social media, email—at some point during 
the work day, leaving the corporate network and 
customer assets exposed to the whims of employees’ 
judgment and behavior. 

Thanks to this trend, we now live in a world 
where 30 to 40 percent of Internet access is spent 
on non-work-related browsing, and 60 percent of all 
online purchases are made during working hours, ac-
cording to IDC. Additionally, the U.S. security compa-
ny Palo Alto Networks contends that web browsing is 

the No. 1 cause of undetected malware. 
Furthermore, workplace Internet misuse costs U.S. 

businesses $178 billion in lost productivity annually, 
according to the U.S. security company Websense. In 
attempting to manage these risks, many companies 
“lock down” what employees can access and increase 
the monitoring of employee activity.

Organizations are faced with increasing threats 
to corporate assets from employee web use, to which 
they have responded to with increased employee sur-
veillance. This expansion of surveillance has resulted 
in increasing tension and mistrust between employee 
and employer.

Workplace Internet misuse 
costs U.S. businesses $178 
billion in lost productivity  
annually.   Source: Websense

In addition to surveillance, organizations are 
pursuing more aggressive website blocking, as well as 
emerging browser containment solutions. According 
to Neil McDonald at Gartner, by the end of 2016, 20 
percent of enterprises will implement containment 
mechanisms for end users handling untrusted content 
and code, up from less than one percent in 2013. Un-
fortunately, the lock-down approach has practical lim-
itations and may lead to regulatory non-compliance.

Finding Common Ground
Why not acknowledge the reality that employees 
are going online during working hours and consider 
separating or isolating personal activity from business 
assets? If we can govern personal Internet use, we can 
empower employees and engage them to strengthen 
organizational security.

“Adopting a risk management approach that em-
braces employee privacy fundamentally changes how 
organizations approach employee Internet use and 
allows companies and employees alike to accomplish 
their joint goals securely, protect their rights and max-
imize the opportunities offered by our ever-connected 
world,” offered Gail Ann Lasprogata, associate profes-

http://ec.europa.eu/justice/data-protection/index_en.htm
http://ec.europa.eu/justice/data-protection/index_en.htm
http://en.wikipedia.org/wiki/USA_Freedom_Act
http://www.whitehouse.gov/sites/default/files/email-files/privacy_white_paper.pdf
http://www.lexology.com/library/detail.aspx?g=bd44476c-d592-4491-a518-ff182bfe1b1e
http://www.lexology.com/library/detail.aspx?g=bd44476c-d592-4491-a518-ff182bfe1b1e
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sor of Business and International Law, Albers School 
of Business and Economics, Seattle University.

Employers have the opportunity to mitigate em-
ployee web use risk. One way to achieve this is by 
implementing a personal portal for employees so that 
your network and information assets are safe from any 
dangerous online activity employees may engage in 
(see a more in-depth discussion at http://weblifebalance.
com/wp-content/uploads/2014/08/Final-CEP-Maga-
zine-Article-August-2014.pdf). 

The logical separation of an employee’s personal 
Internet use at work from business assets transforms 
personal Internet use from high-risk activity into  
low-risk activity, eliminating the need for information 
security professionals to focus their monitoring, con-
trols and time on higher risk threats. 

You do not have to choose between security and 
privacy—privacy can strengthen security. Become 
an advocate for employee privacy within your orga-

nization, and watch employees become a part of the 
security solution rather than a risk to be managed. 
Embrace the reality that they are going to use the Web 
at work for personal reasons, and provide them with 
a contained, personal network that complies with 
privacy requirements, reduces corporate liability and 
strengthens organizational security. By giving them a 
private, secure space to perform this activity, you can 
empower employees to become the greatest resource 
in your security arsenal. ●

DAVID MELNICK, CISSP, CISA, CIPP/E/US, is the founder 
and CEO of WebLife Balance, which provides employee privacy 
and protection solutions to help organizations find a balance 
between privacy and security. He brings almost 25 years’ expe-
rience in technology and security. As a two-term former (ISC)2 
board member, David represented the largest body of security 
professionals in the world. You can contact David at dave@
weblifebalance.com.
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›	 RISK MANAGEMENT

Y 
 
OU WAKE UP each morning to the alarm from the 
fitness band on your wrist. Your movement trig-
gers the band to send the activity information to 
your iPhone, which communicates to a smarthome 
cloud service. The coffeemaker and lights switch 

on, the thermostat adjusts itself, and the security alarm turns off. 
As you suit up for the day, a drone delivers an order you placed the 

previous night. You finish breakfast, courtesy of your WiFi-enabled 
toaster oven and remote start your car, locking the house via your 
smartphone as you head to work in a vehicle equipped with a state-of-Im
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THE REWARDS AND RISKS OF 

OUR “SMARTER”

FUTURE
THE CONVENIENCE, 
INNOVATION, AND 
EFFICIENCIES OUR 
SMART DEVICES  
PROVIDE, COUPLED 
WITH THE “INTERNET  
OF EVERYTHING,” 
COULD COME AT  
A HIGH COST

BY INDRAJIT ATLURI
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the-art GPS that uses voice commands to get you to 
work. The piezoelectric sensors in one of the bridges 
on your daily commute trigger a stress alert to the 
monitoring tower that will automatically notify your 
autonomous car that is registered with the bridge 
toll service about the bridge being closed down. This 
causes your car to recalculate and ultimately send you 
on an alternate route. 

As the day ends, you decide on steak for dinner 
and use a phone app to preheat your smart grill so 
it’s ready as soon as you arrive home. You unlock the 
door with a touch, which pings the home network to 
turn on the hall light and adjust the house thermostat. 
After dinner, it’s a little bit of television, and then you 
head to bed, where the cycle of life starts anew.

We know it as the “Internet of Things,” “Internet of 
People and Things,” and “Internet of Everything (IoE)” 
—a network of entities that are intelligent enough to 
communicate with one another to orchestrate events.

Convenience with Risks

To be connected and to have total control of 
all your equipment, gadgets, tools, devices, 
and surroundings with minimal intervention 
makes life comfortable—no debate there. 

These endpoints offer countless possibilities, but they 
also elevate risks—and not just to coming home to 
an overheated house reeking of burnt plastic from a 
malfunctioning coffeemaker. 

That benign toaster connected to the Internet could 
easily be hacked to send spam to other Internet users. 
The hacked smart bulb could expose user network 
configurations. The drones that deliver stuff may go 
rogue and end up crashing into your house. The GPS 
app in the car could be hacked to create a fake traf-
fic jam, and the autonomous car could steer you to a 
different route that could take you to an unfamiliar, 
frightening destination. 

Just as remote employees have always put enterprise 
networks at risk due to wireless router vulnerabilities, 
the addition of this multitude of IoE devices to our 
households may not only result in putting our personal 
privacy in jeopardy but also elevate corporations’ risk 
to a whole new level. 

Recent consumer surveys indicate many home-
owners are ready to embrace IoE to make their homes 
smarter, but they are seriously concerned with their 

security and privacy with all of this newly generated 
metadata.

“The one thing that I think will be neat in the 
future is all these Bluetooth, wireless beacons that 
connect to your mobile device when you’re walking 
through a mall or an airport that automatically push 
useful information. I think people will opt in to appli-
cations that provide that sort of helpful information,” 
says Gary Meech, CISSP, manager of Information 
Security—Privacy, Threat and Vulnerability at Ameri-
can Airlines. 

“But there will be dangers with so much that isn’t 
secured, opening the risk of much more ID theft of all 
that data you’ve collected and stored forever.”

Security luminary Bruce Schneier in his book Carry 
On draws a parallel between the prospect theory in be-
havioral economics and information security. Prospect 
theory says that, in general, people are willing to take 
larger risks in order to accept a smaller loss. 

This is also true in the information security ecosys-
tem, where there is always an inclination among com-
panies to skimp on security provisions and save money 
in the IT budget. And this can result in a serious risk 
in the future that could eventually cost more. 

The Internet of Everything will significantly impact 
risks associated with security, data, and privacy, espe-
cially as they relate to identity management, security 
awareness and cybersecurity insurance. Information 
security professionals must teach their organizations’ 
employees—especially management—to increase their 
investment in security solutions whenever they adopt 
more intelligent business solutions, including more 
Web-enabled devices to use in- and outside the office.

Information security professionals must develop 
some baselines and guidelines to mitigate the mo-
mentous risks our increasingly wired households will 
create.

Managing Our Vulnerabilities

In an increasingly connected world, identity man-
agement would eventually become entity manage-
ment, according to Gartner Group researcher Earl 
Perkins.

Users connecting to the Internet worldwide 
reached one billion in 2005 and two billion in 2010, 
according to www.internetlivestats.com. The ITU  
(International Telecommunications Union) released 

https://www.schneier.com/book-co.html
https://www.schneier.com/book-co.html
http://www.internetlivestats.com
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2014 ICT (Information and Communication Tech-
nologies) figures and points out that global Internet 
access will reach three billion by the end of 2014. This 
number stands to increase monumentally in the years 
to come, especially with efforts similar to Google’s 
initiative to acquire a satellite imaging company to 
help bring the Internet to more people globally. The 
next milestone of four billion will likely be attained in 
a much shorter timeframe.

It is currently estimated that there are between 
eight and 10 billion Internet-connected devices 
(comprised of traditional computing systems, mobile 
devices and the new IoEs) in the world today. Gartner 
Research analysts predict an IoE surge will create  
26 billion new endpoints by 2020. Imagine the out-
come (both pros and cons) when all of our devices  
get smarter! 

One thing that’s certain is that this surge in 
adoption rates paves the way for a totally new breed 
of vulnerabilities, while, at the same time, striving to 
keep those flaws secret until a fix is found.

Just days after the massive Heartbleed vulnerability 
in the OpenSSL software was made public, Bloomberg 
reported the efforts of the United States’ National Se-
curity Agency to keep the vulnerability secret for rea-
sons of national security. NSA’s immediate response 
was a denial of any involvement whatsoever. 

But it’s easy to see that both public and private 
entities would be motivated to quell vulnerabilities in 
popular consumer and corporate devices until there’s 
a fix. In the meantime, devices are susceptible to 
exploitation.

This of course, is not new. Hackers have always 
tried to keep a tight lid on the vulnerabilities they 
discover to exploit them for the most financial gain. 
And vendors, particularly those behind leading-edge 
technologies, often build more with functionality than 
security in mind. The result in an IoE world will be a 
higher risk attached to increasingly smart machines, 
whose complex coding is often hidden behind simpler 
user interfaces. 

Managing all of these entities without a centralized 
management system will make patching and configu-
rations more difficult. There are, of course, endpoint 
security solutions that will rise to the occasion. The 
question is: Will you or your company be able to afford 
them?

“The foremost concern with IoE should be from 

a hardware, not a software, perspective. Unlike for 
software, there are no common evaluation criteria for 
hardware,” says Tim Appleby, CISSP, CFE, ITIL, direc-
tor of Cyber Security at Fujitsu.

He adds, “The tainted chips (mostly manufactured 
outside the US) in any of these devices with no as-
surance levels or validity from a security perspective 
could cause havoc.”

Protections Needed

Most of the immediate benefits of IoE from 
a public service’s standpoint are realized 
by using the real-time data pertaining 
to peoples’ location at a certain time, con-

sumption habits, and prospective behavior. 
This means more data aggregation, monitoring, and 

collection of personal information at a colossal level, 
which, in turn, will only lead to loss of privacy without 
proper controls or well-defined IoE security standards. 

“Even before we think about the malicious intent, 
we also have to think about the unintended conse-
quences of all this data leaving our own little pro-
tected hub,” says Harold Gonzalez, CISSP, director of 
Managed Security Services at Fujitsu.

According to the French writer Francois-Marie 
Arouet (aka Voltaire), “With great power comes great 
responsibility.” This certainly holds true for compa-
nies charged with ensuring that the data generated by 
smart devices remains protected and transmissions 
are encrypted. 

The burden, however, will increasingly fall on the 
consumer or end user.

Consider a scenario where a cybercriminal takes 
control of a user’s wearable or sensor-based IoE device 
and publishes it throughout social media. Since 
smarthome technology that enables users to remotely 
control their household’s lights, locks, security camera 
feeds, etc., is widely available, your personal data 
could be accessed by anyone (this includes govern-
ment intelligence agencies and law enforcement, 
without any legal safeguards to the victim of the 
cybertheft).

“This is first and foremost a societal and legal is-
sue—one that we are ill-equipped to tackle right now, 
from a security perspective,” Fujitsu’s Gonzalez warns, 
“but we need to start at least asking these questions, be-
cause I absolutely guarantee, the malicious actors are.”

http://www.bloomberg.com/news/2014-04-11/nsa-said-to-have-used-heartbleed-bug-exposing-consumers.html


RETURN TO  
CONTENTS23 • InfoSecurity Professional • November/December 2014

“The implications of IoE are still yet to be seen by 
society and until that happens we won’t see the legal 
framework to resolve these issues really come to light, 
which is why I think it’s beholden to the manufacturer 
to come up with a responsible way of integrating and 
seeing where this is all headed.” 

Gonzalez suggests that a consortium of industry 
leaders comes together to work on solutions. “I am 
excited about the future. I think it’s going to introduce 
some great feature/functionality and new capabilities, 
but I am leery of where does this data go and how this 
might ultimately be used.”

As privacy concerns grow among consumers, so 
will the need for more security awareness to help 
users protect their personal information in a perime-
ter-less environment.

Users should ensure that the IoE devices and 
services are properly encrypted. Just as BYOD and the 
cloud culture enabled the security perimeter between 
the enterprise and the outside world to dissolve, 
the IoE will be a last nail in the coffin to make this 
perimeter disappear altogether. It requires some due 
diligence and proper planning to handle this impact 
on information security while the transition is still in 
its infancy.

Cyber security insurance transfers some financial 
risk resulting from a security breach to the insurer. 
The rise of IoE would mean redefining and renegoti-
ating an already convoluted cybersecurity insurance 
policy to cover all or any cyberexposure that might 
emerge due to an IoE footprint in the enterprise.

The Payoff Requires Vigilance 

The benefits derived from the vast connectiv-
ity of IoE and smart technology cannot be 
overstated. 

In February 2013, Cisco released a study 
that reports that over the next decade, public sector 
savings and revenue increases related to IoE could 
amount to $4.6 trillion. 

The same report estimates that the eight prominent 
areas where there will see a significant amount of 
public-sector savings in the next 10 years are: parking, 
water management, gas monitoring, chronic disease, 
road pricing, telework, connected learning, and mili-
tary defense. 

Werner Vogels, CTO of Amazon, categorizes the 

IoE’s impact into four categories: scientific, consum-
er, industrial and sports. This includes health and 
personal care, such as smart pills that monitor health 
or wearable swim monitors that track time spent un-
derwater. We’re already seeing advances in the sports 
realm, where, for instance, World Cup soccer players 
in the summer 2014 games used sip sensors in  
Gatorade bottles to monitor their hydration. 

Werner Vogels, CTO of  
Amazon, focuses the IoE’s  
impact on four core areas  
of life: scientific, consumer, 
industrial, and sports.

All of these technological advances cannot only  
save our health, even our lives, but they allow us to live 
more comfortably because the devices are doing the 
calculations for us—and usually with more precision. 

As we approach 2020 and beyond, the M2M type 
of interactions will become more prevalent. In addi-
tion to the data trail resulting from everything we do, 
there would also be a trace of all the actions executed 
by our own beloved smart machines on our behalf—
some of it may happen with our consent (knowingly 
or unknowingly) and some of it without our knowl-
edge. 

More endpoints mean more monitoring and large 
data, which would have an impact on an already 
emerging big data market. In addition to the SIEM 
technology that collects the structured data today, 
there will be a larger onus placed on information se-
curity professionals to harness the unstructured data 
that could come from blogs, corporate social network 
etc., plus any IoE-related data.

In the end, we and the environment we operate in 
need to be secure, have better control, and be able to 
savor all the features and comfort this new technology 
offers. ●

INDRAJIT ATLURI, CISSP, CSSLP, CEH, is a Dallas,  
Texas-based Principal Security Consultant and Managing 
Director for Secur80 Inc.
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ATTACK OF THE  

BODY HACKERS
FOR YEARS, HACKERS HAVE SHOWN THE VULNERABILITIES IN MEDICAL 

DEVICES LIKE PACEMAKERS AND INSULIN PUMPS. THIS IS SERIOUS, 
WHETHER YOU WORK IN HEALTHCARE OR NOT.

BY MICHAEL T. SHROVE AND DR. EMIL JOVANOV

›	 TECHNOLOGY

ILLUSTRATION BY  
©ENRICO VARRASSO I

 
 
 
 
N 2011, a security researcher named Jerome “Jay” Radcliffe left a Black-
Hat conference audience in awe when he demonstrated just how deadly 
insecurity can be in life-critical systems. 

Using just an open-source Arduino board, he intercepted an insulin 
pump’s wireless signals and altered the commands of the medical device 
30 feet away. Had it actually been implanted, the patient would have 
become hypoglycemic, a potentially fatal condition.
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It’s not just homeowners who are starting to embrace 
the “smart world” we sometimes call the Internet of 
Everything. The healthcare industry is also increasing-
ly using wireless-enabled Implantable Medical Devices 
(IMDs) for device reconfigurations, remote patient 
care, and better patient/doctor communication. 

Hacking into life-critical  
devices, such as defibrillators 
or drug pumps, carries more 
dire consequences than  
hacking into your personal 
computer.

And as the popularity expands, so do the risks. 
Hacking into life-critical devices, such as defibrillators 
or drug pumps, carries more dire consequences than 
hacking into your personal computer. And health-
care communities’ increased use of IMDs also means 
increased risks for those of us embedded with these 
modern tools of medicine.

Medical Devices Go Bionic 
As far back as the 1700s, medical devices have played  
a part in medicine and patient recovery, but it wasn’t  
until 1976 that the FDA approved medical devices for use 
by the public. That year, the Medical Device Amend-
ments became a law that would prevent medical de-
vices from going to market without pre-approval and 
testing. It would also demand that devices be catego-
rized by their potential harm to an individual. 

Category I refers to a medical device that is simplistic 
and has little-to-no risk of harming an individual. These 
are simple in design, such as bandages or examination 
gloves. Category III refers to a device that poses the 
greatest risk to an individual if something were to go 
wrong, according to the 2014 edition of Litron’s Classi-
fication of Medical Devices. Examples include pacemak-
ers, heart valves or implanted cerebral simulators. 

Category III devices are the only devices of the 
three categories that need pre-approval from the FDA 
before going to market. This includes devices frequent-

ly implanted into patients’ bodies, known as Active 
Implantable Medical Devices (AIMDs). 

“An active implantable medical device refers to any 
active medical device which is intended to be totally 
or partially introduced, surgically or medically, into 
the human body or by medical intervention into a 
natural orifice and which is intended to remain after 
the procedure,” according to the U.K. medical device 
company FineTech. 

There are six different AIMDs that make up a high 
percentage of all such devices: insulin pumps, implant-
able cardioverter defibrillators, cochlear implants, 
subcutaneous biosensors, neurostimulators, and gas-
tric stimulators. They all have the potential for being 
wirelessly connected because of their location within 
the human body. Due to their wireless capabilities and 
the fact that they fall into Category III, these devices 
would pose a great risk to an individual if problems 
were to occur. 

The Appeal of Mobility
So-called mHealth applications are increasing in  
popularity. A compilation of two 2012 studies (by 
ihealthbeat.org and research2guidance.com) published 
by Pratik Kanada, editor-in-chief of TheAppEntre-
preneur.com (August 2013), revealed that mHealth 
application downloads increased by 194 percent in just 
one year. Of those 247 million downloads in 2012, the 
most popular age group to use them were 18-25 years 
old at 29 percent of the downloads. 

But mHealth is not just for weekend warriors wan-
ting to track their fitness via smart watches. The rise 
of mobile technology, specifically smartphones, has 
given the healthcare industry huge benefits, allowing 
for more ubiquitous and near real-time monitoring 
of medical data, providing patients improved quality 
of life. Remote monitoring also enables hospitals and 
physicians to track more patients. 

Hospitals are not limited to the number of on-site 
rooms or beds. A less critical patient can be monitored 
at home over a wireless network, while critically ill 
patients can stay at the hospital to be monitored more 
closely. And as home-bound patients can increasing-
ly be monitored in their own environments, better 
diagnostics may result from tracking issues such as 
the patient’s home life, stress levels at work, or living 
situations. In addition to providing more broad-based 

http://ihealthbeat.org
http://research2guidance.com
http://TheAppEntrepreneur.com
http://TheAppEntrepreneur.com
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data, this is cost-efficient for both the hospital and the 
patient. 

With this recent dramatic increase in popularity of 
mobile health technology, the risks to patient and data 
privacy have soared, yet the medical device industry has 
not taken as much control over security as necessary.

Protecting the Patient
As the popularity of IMDs grows, so does the risk and 
likelihood that patients will be more susceptible to po-
tential exploitation of vulnerabilities. Dangers include 
compromised patient health information and exploita-
tion of vulnerabilities that could be fatal.

Proper security mechanisms in IMDs are crucial to 
preventing potentially life-threatening security breach-
es. Security hacks come in many forms: 

Activation Attacks. Some pacemakers and defibril-
lators have magnetic switches that, once switched on, 
allow the physicians to collect data from the device. 
Xiali Hei and Xiaojiang Du, in their book, Security for 
Wireless Implantable Medical Devices (2013), report that 
because magnetic switches have no authentication 
mechanisms in place to validate the user, the device 
is inherently insecure, dangerous, and would compro-
mise the privacy of the patient’s data. 

Man-in-the-Middle Attacks. Man-in-the-Middle 
(MitM) attacks are some of the most damaging, as 
they get between the client and the host of communi-
cation media. MitM incursions allow attackers to read 
all the communication, commands, and information 
going to and from the client. Thus, the attacker could 
inject commands or steal encryption keys, passwords 
and other important information and use them to 
perform more damaging attacks. These incursions can 
occur between the IMD and a mobile device through 
the use of Software Defined Radios (SDRs), as report-
ed by Daniel Halperin and others in a study for the 
2008 IEEE Symposium on Security and Privacy.

Also vulnerable, according to a report by research-
ers in the 2012 issue of the International Journal of 
Advanced Research in Computer Engineering and Tech-
nology, is the link between the mobile device and the 
WiFi router using such tools as reaver or Aircrack-ng. 
And the router and server can be attacked using ARP 
poisoning techniques.

Command Injection Attacks. Command injection 

would also allow attackers to steal or alter commands 
or data streaming across the network, such as altering 
a insulin dose to a patient’s insulin pump. A hacker 
could also enable patients’ neurostimulators or cochle-
ar implants to project the wrong images or hear the 
wrong sounds. 

The late hacker Barnaby Jack, in a presentation simi-
lar to that of Jay Radcliffe’s, also successfully demon-
strated a remote attack on an IMD. As recounted in 
H@cking Implantable Medical Devices by Dimitri Ko-
standinov (2014), Jack used a laptop from less than 50 
feet away, and with specially crafted software, seized 
control over an insulin pump and its vibrating alert sys-
tem. Such an incursion would allow the hacker to alter 
the delivery of insulin, with potentially fatal results. 

Hacker Barnaby Jack used  
a laptop from less than 50  
feet away, and with specially  
crafted software, seized  
control over an insulin pump 
and its vibrating alert system.

Resource Depletion Attacks. Resource depletion 
(RD) attacks target an IMD’s weakest point, which 
most often is its limited battery power. 

Implantable IMDs require years of operation 
in order to be cost-effective. A resource depletion 
attack drains the battery or resources on the device, 
requiring additional surgery to replace the power or 
resource. This kind of attack puts the patient at great 
risk, while also creating additional costs. 

Trying to defend against RD attacks is very difficult 
because, as reported in Hei and Du’s book, hackers 
can still attack a device that has authentication and 
encryption mechanisms in place. An example would 
be if an IMD had an encrypted communication trans-
mission, and the device also checked for valid authen-
tication before allowing the user to send and receive 
commands from the device. 

An attacker could still perform an Authentication 
Denial of Service attack, dramatically reducing the 
IMD’s lifespan from years to days. In order to defend 

http://www.springer.com/computer/theoretical+computer+science/book/978-1-4614-7152-3
http://www.springer.com/computer/theoretical+computer+science/book/978-1-4614-7152-3
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against such an attack, a manufacturer would have to 
implement a proximity security scheme that allowed 
the wireless capabilities to communicate only after an 
individual, in this case a physician, has come within a 
specific distance of the user of the IMD.

Emergency Dangers. IMDs face two kinds of emer-
gencies: a medical emergency for the patient and an 
invasion by a hacker. 

In a technological attack, an IMD could be com-
pletely locked down by all its security mechanisms 
to prevent access by the hacker, but if the patient has 
a medical emergency at the same time, the patient 
would not be able to authenticate. That, in turn, would 
prevent the physician from getting the data quickly 
enough to act. This, obviously, defeats the purpose of 
the IMD and could cause grave harm to the patient.

Developments in Security
Security development for IMDs uses several different 
approaches.

• Proximity authentication uses ultrasound to 
create “distance bounding.” Proposed by K.B 
Rasmussen and others in the 2009 edition of 
ACM’s Computer and Communication Security, 
the protocol enables an implanted medical 
device to grant access only to those devices 
that are in its close proximity. The authors have 
shown that the system is simple to implement 
with existing IMD systems, and it also protects 
against DOS attacks. 

• IMDGuard is a security scheme for heart-relat-
ed IMDs, which was presented at IEEE’s 2011 
INFOCOM by authors Fengyuan Xu, Zhengrui 
Qin, C.C. Tan, Baosheng Wang, and Qun Li. 
They proposed using an ECG-based key for 
authentication during emergency situations, 
which also protects against spoofing by attack-
ers posing as authorized users. 

• A base station control designed to protect IMDs 
from MitM and command injection attacks 
is under development by the Massachusetts 
Institute of Technology and the University of 
Massachusetts, Amherst. It is a physical device 
that is separate from the IMD. In their presen-
tation, “They Can Hear Your Heartbeats: Non-In-
vasive Security for Implantable Medical Devices” 

at SIGCOMM 2011, the teams described how 
their device would prevent attack:

“[It] delegates the security of an IMD to a 
personal base station called the shield. The 
shield uses a novel radio design that can act as 
a jammer-cum-receiver. This design allows it 
to jam the IMD’s messages, preventing others 
from decoding them while being able to decode 
them itself. It also allows the shield to jam 
unauthorized commands—even those that try 
to alter the shield’s own transmissions.” 

Manufacturers need to spend 
more resources in security  
measures to protect these 
life-critical systems while  
providing support for  
emergencies. 

IMDs are gaining great popularity in the healthcare 
industry. They help both physicians and patients mon-
itor health status and vitals remotely while lowering 
costs. Because of this remote or wireless capability, 
IMDs are vulnerable to attacks.

Manufacturers need to spend more resources in 
security measures to protect these life-critical systems 
while providing support for emergencies. 

At the same time, health practitioners and their 
patients need to understand both the values and the 
risks inherent to IMDs and add their voices to the call 
for increased security. ●

MICHAEL SHROVE is a Software Engineering Manager 
employed by COLSA Corporation specializing in software engi-
neering for big data, cloud services, and cyber security applica-
tions. He is currently working on his Ph.D at the University of 
Alabama Huntsville in Computer Engineering.
DR. EMIL JOVANOV is an Associate Professor in the Electri-
cal and Computer Engineering Department at the University 
of Alabama in Huntsville. He is recognized as the originator of 
the concept of wireless body area networks for health monitor-
ing, and he is one of the leaders in the field of wearable health 
monitoring.
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And then the darkness fell. 
On June 9, 2013, The Guardian, a British national daily newspaper, 

published an article titled, “Edward Snowden: the whistleblower behind 
the NSA surveillance revelations.” 

As news of massive global surveillance being conducted by the U.S. 
National Security Agency (NSA) spread like wildfire across the Internet, 
parts of the world had “gone dark,” according to spy agency bosses at the 
United Kingdom’s GCHQ and MI6.

Snowden, then a 29-year-old system administrator working as a con-
tractor on classified NSA surveillance programs, reportedly stole millions 
of classified documents using a USB drive. Glenn Greenwald, author 

AFTER SNOWDEN: 

 COVERT

'DARK COUSIN OF  
CRYPTOGRAPHY' 
EXPECTED TO 
GROW
BY JAMES WINGATE

IMAGE BY ©JOHN KUCZALA

COMMUNICATIONS
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of the article published in The Guardian, said that 
Snowden provided the documents to him during sev-
eral days of interviews with the intention of releasing 
them to the public.

“Snowden will go down in history as one of Amer-
ica’s most consequential whistleblowers, alongside 
Daniel Ellsberg and Bradley Manning. He is responsi-
ble for handing over material from one of the world’s 
most secretive organizations—the NSA,” says the arti-
cle in The Guardian. According to other agencies in the 
U.S. intelligence community, the NSA has a reputation 
for being so secretive, the acronym is often said to 
mean “No Such Agency” or “Never Say Anything.”

In a related article subsequently published by the 
Associated Press, James Clapper, U.S. Director of 
National Intelligence, said Snowden’s leaks “were the 
most massive and most damaging theft of intelligence 
information in our history.” 

The exact number of leaked documents is not 
known and may never be known with any degree of 
accuracy. The reported number ranges from thousands 
to more than one million.

This much is known: the documents detailed the 
extent of NSA’s programs that collect private commu-
nications in the form of phone calls, emails, and text 
messages from governments, companies, and individu-
als around the world. 

The Snowden Effect
In the aftermath of the Guardian’s revelations, much 
has been published about the impact of Snowden’s 
actions, now collectively referred to as the “Snowden 
Effect.” 

One of the more damaging consequences has 
been the erosion of trust and the resulting impact on 
international geo-political relations. According to an 
article by Nick Bryant published by the BBC (October 
24, 2013), Snowden’s revelations are both complicating 
and compromising U.S. diplomacy around the world. 
In some cases, high-level relationships based largely on 
trust have been severely damaged and will likely take 
many years to mend. 

Another development related to the erosion of trust 
is the expected damage to the U.S. economy. A study 
by the Washington, D.C.-based Information Tech-
nology & Innovation Foundation published in 2013 
estimates the U.S. cloud-computing industry could 

lose between $21.5 and $35 billion by 2016 due to the 
perception that U.S. tech companies have ties with 
NSA.

As potentially dangerous is the Snowden Effect on 
private communication.

Millions, and perhaps tens or even hundreds of mil-
lions of people, along with government agencies and 
businesses around the world, are now acutely aware 
that their private communications are not so private 
after all. It’s as if the following message has been put 
up in giant, flashing neon lights: “If you don’t want 
anyone to read your email (or listen in on your phone 
calls, read your texts, or monitor your chats on social 
networks), you better find a way to ensure your private 
communications remain private!”

The question, then, remains: “How can I be sure 
my private communications remain confidential?”

Cryptography to the Rescue
As infosec professionals, we know the classic method 
for providing confidentiality is to use cryptography to 
protect the information or communication.

Accordingly, one of the aspects of the “Snowden 
Effect” that hasn’t received much press is heightened 
interest in encryption services and applications. 

Secure email services such as Dark Mail by Lavabit 
have emerged. Lavabit has teamed with Silent Circle, 
provider of Blackphone, a cell phone that runs Priva-
tOS, a secure version of Android, to establish the Dark 
Mail Technical Alliance, whose stated objective is to 
provide the world’s first end-to-end encrypted public 
email service.

We are also seeing the emergence of:
• Secure voice services, such as Blackphone, 

RedPhone, and Silent Phone
• Secure cell phone text messaging apps such  

as Gliph, Wickr, and Telegram 
• Secure social network chat apps such as  

SecureChat and Cryptocat

While use of cryptography has increased dramat-
ically, many remain skeptical of encryption services 
and applications due to reports of hidden backdoors in 
encryption algorithms that pop up from time to time. 
Consequently, many will likely turn to the Internet to 
search for other ways to hide their information from 
prying eyes, and ears.



RETURN TO  
CONTENTS32 • InfoSecurity Professional • November/December 2014

The Internet abounds in sites offering solutions. A 
Google search conducted on September 6, 2014, using 
the keywords “information” and “hiding” returned 
62.8 million links. The same search on Bing returned 
59.8 million links and on Yahoo returned 59.5 million 
links.

Many of these links lead to web sites where the 
fabled information-hiding practice of steganography 
now evolved into digital applications can be found. 

The Dark Cousin of Cryptography
Author and futurist Sir Arthur C. Clarke, as one of his 
“Three Laws,” propounded, “Any sufficiently advanced 
technology is indistinguishable from magic.” Digital 
steganography applications offer seemingly magical 
ways to hide information.

Steganography is an ancient information-hiding 
technique that dates back to the days of 5th or 6th 
century B.C. Greece. 

Steganography is a “covert” means of providing 
confidentiality because the very fact the informa-
tion even exists is concealed, while cryptography is 
an “overt” means of providing confidentiality, since 
information that has been encrypted can be easily 
detected and perhaps successfully decrypted. Digital 
steganography is about hiding a file inside another file, 
or appending it to another file, such that no one other 

than the intended recipient would be aware of the 
hidden information. 

For example, the Least Significant Bit (LSB) image 
encoding technique can be used to hide large amounts 
of text in bitmap image files. When someone is shown 
an image and told that the digital file from which the 
image was produced contains an extract of a terrorist 
training manual consisting of over 37,000 words—it 
certainly appears to be magic (see chart above).

For even deeper concealment, those who would 
use steganography to hide information will often also 
use cryptography to encrypt it before hiding it in, or 
appending it to, another file. For that reason, stegan-
ography is often referred to as the “Dark Cousin” of 
cryptography.

There is nothing inherently perfidious about using 
steganography to hide information; there are many 
legitimate uses. For example, steganography can 
be used by the good guys for covert military or law 
enforcement operations. And steganography is used in 
Digital Rights Management (DRM) to embed a digital 
watermark in a file for the purpose of protecting intel-
lectual property rights.

In 1996, the German company Steganos Software 
GmbH produced the world’s first commercial stegan-
ography application for individuals and businesses to 
protect their personal and sensitive information. The 
application, Steganos, was openly advertised on Euro-
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A LT E R E D

This example shows the addition of the capital letter “W” to the first three pixels in a 24-bit image file. The first bit of the 
ASCII representation of capital W is 0. The Least Significant Bit (LSB) of the red color component of the first pixel is also 0, 
so no change is required. The next bit of the ASCII representation of capital W is 1. The LSB of the green color component 
is 0. Therefore, that bit is changed to one as depicted with the blue 1 on the Altered side of the example. The process of 
comparing bits is continued for the remaining bits in the capital W and only LSBs that do not match are changed. When 
the embedding is completed, you will note that only three bits had to be changed in order to embed the capital W in the 
image. This is significant because it means that only about half of the bits have to be changed when embedding informa-
tion because the other half of the bits are already in the state they need to be in to represent the embedded information. 
To extract the hidden capital W, all one needs to do is extract the LSBs from the first seven bytes of the first three pixels 
and the resultant bit string is the ASCII character W.

Add the letter “W” to a 24-bit image file: W = 01010111 (ASCII)

NOT SO PICTURE PERFECT
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pean television several years ago.
As you might expect, along with good uses for steg-

anography, there are malevolent uses as well.
There is a growing body of evidence that digital 

steganography is being used for such things as trusted 
insider, and external attacker, ex-filtration (i.e. theft) 
of sensitive information; distribution of child pornog-
raphy; drug/human/weapon trafficking; espionage; 
and terrorism.

Yet, it is remarkable that awareness of the threat 
posed by trusted insider use of digital steganography 
to steal information or by others to conceal evidence 
of criminal activity is extraordinarily low to practically 
non-existent.

Implications for Enterprise Network Security
More and more people are discovering digital stegan-
ography and how it can be used to hide their private 
communications. One of the growing number of steg-
anography applications for mobile devices is Pixelknot, 
an Android app that allows users to hide short text-
based messages in photographs and share them across 
trusted channels.

Concurrently, there will surely be more and more 
trusted insiders who conclude they can steal sensi-
tive information and evade detection by using digital 
steganography.

A popular myth is that digital steganography appli-
cations are very complex and difficult to use, requir-
ing a computer guru or someone with a great deal of 
technical skill to use the applications. That couldn’t be 
further from the truth. 

Not only are the applications easy to find, but most 
are freeware or shareware applications that are easy to 
download and install.

According to the latest information from the  
Steganography Analysis and Research Center 
(SARC-Fairmont, W.Va., U.S.A.), there are now more 
than 1,225 digital steganography applications in their 
Steganography Application Fingerprint Data Base 
(SAFDB). It must be presumed there are more— 
perhaps many more—applications that have yet to  
be found and archived by the SARC. And the number 
continues to grow.

Further, the applications are easy to install and use: 
many offer the familiar “wizard” or a “drag-and-drop” 
interface, which guides the user through the process 

of selecting the file to be hidden and the “carrier file” 
in which the hidden file will be embedded or to which 
the hidden file will be appended. Then, the user can 
upload the file to a web site or send it to someone as  
an email attachment.

Sophisticated adversaries have raised the bar yet 
again by increasingly employing network-based digital 
steganography to exfiltrate information from compro-
mised networks. One of the first known uses of steg-
anography in malware was Shady RAT, which dates 
back to 2006. Since then, at least two other botnets, 
Alureon and Duqu, have used digital steganography to 
steal information from multiple enterprise networks 
by hiding the stolen information in the LSBs of innoc-
uous looking bitmap images. 

These are the first of what could be called “stegbots,” 
and there will surely be more to come.

Going Forward
As a direct result of the “Snowden Effect,” we can ex-
pect to see continued growth in the use of encryption 
services and applications to protect private communi-
cations.

We can also expect to see continued growth in the 
use of digital steganography for both hiding private 
communications and for more nefarious purposes.

It is the latter that information security profes-
sionals need be most concerned with. The “Snowden 
Effect” has essentially added another item to the list  
of insider threat vectors.

By and large, those in charge of securing enterprise 
networks are unaware of the threat from insider use  
of digital steganography. If they are aware of the 
threat, they do not perceive it to be serious enough  
to warrant deployment of a countermeasures.

Accordingly, a big challenge for information secu-
rity professionals in the post-Snowden era is to work 
toward raising awareness and perception of the emerg-
ing threat posed by digital steganography to develop 
those crucial counter-measures. ●

JAMES E. WINGATE, CISSP-ISSEP, CISM, CRISC, PMP, 
CHP, CSCS, NSA-IAM is an independent project management 
and infosec consultant. He is the former Director of Backbone 
Security’s Steganography Analysis and Research Center (SARC) 
in Fairmont, W.Va.
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Julie Peeler is the 
(ISC)2 Foundation 
Director. She can  
be reached at  
jpeeler@isc2.org.

W
 
 
E AT THE (ISC)2 Foundation love 
this time of year because we get 
to introduce all of our scholars to 
members whose donations help 
make recipients’ information secu-
rity careers possible. In the last 
issue, we highlighted recipients 

of Women’s, Graduate, and Undergraduate scholarships. This issue, I’m 
delighted to introduce you to Kyle Dean Murbach, this year’s recipient 
of the prestigious Harold F. Tipton Memorial Scholarship. 

Kyle is a two-time (ISC)2 Foundation Undergraduate Scholarship 
recipient and attends Rochester Institute of Technology, where he  
is earning concurrent bachelor’s and master’s degrees in computing  
security while maintaining a 4.0 GPA—not just for this last semester, 
but for each semester since 2012. 

The Wheaton, Ill., native plans to take the CISSP exam upon grad-
uation in May 2016 and become a malware analyst in a government or 
corporate setting. Additionally, he hopes to pursue a doctorate degree 
in either cybersecurity or computing security. 

The Harold F. Tipton Memorial Scholarship was created to honor of 
one of the founders of (ISC)2 who was a luminary in the development 
of the cybersecurity profession. This scholarship is “by invitation only,” 

and only those with an exemplary academic 
record are eligible to be considered. 

Upon being awarded the Harold F. Tipton 
Memorial Scholarship, Kyle wrote: 

“I am honored to have been chosen for such a 
prestigious scholarship. This is something that I 
will forever cherish. It is the best reminder that 
all of the hard work and dedication that I have 
put into my school work is being recognized 
by an organization that tirelessly promotes the 
field of information security in many ways. 

I am eternally grateful for the financial 
support that (ISC)2 has extended to me, and I 
assure you that every penny is being used to its 
fullest potential to further enhance my educa-
tion and professional career. 

“Again, thank you so much.” 
Among Kyle’s impressive academic accom-

plishments is a white paper he created based on 
his independent study of conditions where gar-

Giving Corner
FOSTERING GOODWILL,  
EDUCATION, AND  
RESEARCH INITIATIVES

bage collection takes place 
on a solid state drive. Spe-
cial focus was given to how 
garbage collection and 
TRIM affect the amount of 

deleted data that can be forensically recovered. 
This was achieved by performing research and 
analyzing SSDs from several vendors to create a 
comprehensive report of findings.

Richard O’Hanley, publisher of ICT, busi-
ness, and security for CRC Press, a sponsor 
of the scholarship program said, “Hal Tipton 
was, above all else, extremely passionate about 
educating leaders in information security. 
Having worked with Hal for close to 20 years on 
the Information Security Management Handbook 
and other publications, I can think of no better 
legacy than the Harold F. Tipton Memorial 
Scholarship Fund. This program will assist 
today’s Tipton Scholars in achieving leadership 
positions in business, government, and educa-
tion, and help secure our digital futures. We are 
proud of playing a role in this.”

The (ISC)2 Foundation and scholarship 
sponsor Booz Allen Hamilton are also excited to 
announce the recipients of the first round of the 
2014/2015 U.S.A. Cyber Warrior Scholarship, 
which provides an (ISC)2 certification opportu-
nity to those interested in the field of informa-
tion and cybersecurity. 

Congratulations to Bruk Befekadu, Samuel 
Garana, and Richard Waters. 

Cyber Warrior Scholarship recipients receive 
educational materials, practice exams, a five-day 
seminar, and an exam voucher for one certifica-
tion of their choice. Upon passing the exam and 
becoming endorsed as a member of (ISC)2, their 
first year AMF payment is made by the (ISC)2 
Foundation. 

For information on the current application 
period for the U.S.A. Cyber Warrior Scholarship, 
please visit www.isc2cares.org/scholarships. ●

MEET THE 2014 HAROLD F. TIPTON  
MEMORIAL SCHOLAR
BY JULIE PEELER

Kyle Dean Murbach

mailto:jpeeler%40isc2.org?subject=
http://www.isc2cares.org/scholarships
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WHAT DO YOU SEE AS THE BIGGEST 
SECURITY AND PRIVACY CHALLENGES, 
PARTICULARLY RELATED TO HEALTH-
CARE, BY THE YEAR 2020?
We asked (ISC)2 members what to expect in the near future. 
Here are some of their responses:

“CONSUMERS WILL DEMAND 
more transparency and availabil-
ity, but you’ve got to prove you’re 
secure first. Security will become 
a market differentiator, and, 
because consumers will be more 
educated due to the 24/7 news on 
breaches, companies will have to 
prove they can keep private data 
safe in order to stay competitive.”
—DUKEANA TOUCHTON, Sarasota, Fla.

“THERE WILL BE more emphasis 
in information security on how 
we can help individuals protect 
themselves. We now talk about 
organizational protections but 
talk very little about protecting 
you and me. Today, we put so 
much focus on the technology and 

software and rules, but by 2020, 
we will take the clueless user into 
account more often, because the 
problem will still lie between the 
keyboard and the chair.”
—WENDY BOZENHARD, Manassas, Va.

“BY 2020, MOST of the countries 
will have EHI (Electronic Health 
Information) coming through 
Electronic Health Exchang-
es. These exchanges will have 
country-specific health records, 
and the vision for the next few 
years will be to have inter-country, 
cooperative exchanges. 

“This will be a paradigm shift 
from a provider-centric culture 
to patient-centric one, where the 
patient or customer will control 

the information and become the 
custodian of his or her informa-
tion. There may be some broker/
provider who can become custo-
dian of that information and may 
supply masked/obfuscated/partial 
non-sensitive data to various 
businesses in bulk or with specific 
attributes to run analytics. The 
privacy can be controlled either  
by customers themselves or by 
data custodians. 

“As EHRs are ultimately to  
provide better health services, 
they contain a person’s historic 
data so healthcare professionals 
can better understand the patient. 
I believe an attribute classification 
will be required, where certain 
attributes must not be disclosed, 
while some can be conditional or 
partial. There will be no need by 
providers to store this informa-
tion, as it can be accessed from 
a central health exchange where 
governments can address the ma-
jority of compliance requirements. 
Security and privacy concerns 
will be primarily around storage, 
transmission, and usage of data, 
partially/completely independent 
of a provider’s infrastructure.

“Intelligence-led usage of data, 
where an end customer receives 
notification as the data is being 
used in real-time, will prevent a 
lot of identity theft and frauds, 
eventually bringing down  
economic motivation to steal  
this data. That may lead to 
optimal compliance laws, which 
can be applied globally to those 
countries integrating with central 

2020 Vision
A ROUNDUP OF MEMBERS’  
AND INDUSTRY EXPERTS’  
PREDICTIONS
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interconnected electronic health 
exchanges. 

“Additionally, consumers will 
use RFID technology to auto-
mate medication dispensation 
and prevent overdose or taking 
the wrong medications. Medical 
devices will face more compliance 
and security testing before usage, 
which will increase multifold with 
the emergence of the IoT (Internet 
of Things). The security of these 
devices will emerge as a major 
concern given their connections 
through the Internet and even 
used for remote diagnostics and 
automated injections for specified 
illnesses. Even wireless sensor 
networks will be fully operational 
to provide efficient healthcare, 
and securing communication will 
be a major challenge.

“The year 2020 is not far away, 
but industry will see a major shift 
in these areas and must be able 
to transition effectively to survive 
beyond then.”

—PANKAJ ANAND, Bangalore, India

“IN HEALTHCARE, WITH all 
the new applications and mobile 
devices, privacy is going to be 
a major issue. This is especially 
true where legal meets technol-
ogy. These changes are going to 
require everyone look more care-
fully at policies and procedures to 
set new rules and regulations to 
ensure the privacy and integrity of 
data used in healthcare. It’s going 
to be a battle between the legal 
and technology fields to find mid-
dle ground that makes everyone 
happy.”

—PHILIP FRANCISCA, Curacao,  
Netherland Antilles

“THE BIGGEST ISSUE will be 
simpler, streamlined privacy state-
ments that consumers actually 
read and understand. Right now, 
people don’t read them, and com-
panies can basically say anything 
they want. As consumers become 
more conscious of privacy policies, 
they will actually read them, and 
once they realize what companies 
are doing with their private data, 
they will demand changes and 
limitations to how that data is 
protected, not just better trans-
parency.”

—GIRALDA RICHARDSON, Curacao, 
Netherland Antilles

“MY GREATEST security/privacy 
concern by 2020 is the protection 
of Electronic Medical Records 
(EMR). EMR software is often 
misconfigured, data at rest is 
rarely encrypted, and internal in-
frastructure resides without SIEM. 
The targeted clinical data of thou-
sands of individual patient records 
resides in one database relying on 
one-factor authentication.

“What is at risk? I believe pa-
tient health records that contain 
increasingly sensitive data are 
most at risk. For example, Epic 
Systems president Carl Dvorak’s 
spoke at the annual Epic Systems 
Users Group Meeting “Down on 
the Farm” on September 17, 2014. 
In his presentation, he touted new 
features coming online, includ-
ing ‘Eagle,’ which incorporates 
a patient’s own genetic make-
up. Breaches in EMR databases 
could allow criminals the ability 
to access and leak patients’ data, 
including these irreversible DNA 
results, exposing traits such as 
alcoholism, criminality, and 

depression.
“I strongly believe the future 

shines brightly on DNA-derived 
medicine and medical advice, 
which will greatly alter the 
healthcare industry. I myself have 
been sequenced by 23andme.com 
(now blocked by the FDA), which 
reaped tremendously insightful 
health results and interesting an-
cestry data. This is not meant to 
be a witch hunt on DNA sequenc-
ing but a warning to organizations 
entrusted to keep patient informa-
tion safe. From a security perspec-
tive, finding a balance of EMR 
usability, research, and security 
will be the next health industry 
challenge.”

—MICHAEL GOETZMAN, Milwaukee, WI

“THE WAY I see it, the issue of 
privacy is only going to get more 
complex. Not only are the smaller 
players and governments going to 
play an important role—and let’s 
be sure to clarify that this doesn’t 
mean just a number of different 
European countries, it also means 
state and local governments 
within the United States, who will 
want a say in how their communi-
ty members’ information is han-
dled—but we also need to take 
into account the mobile revolution 
we’re experiencing.

“The proliferation of mobile de-
vices and their use is going to be a 
variable that will continue adding 
complexity over time to the over-
all tapestry of privacy laws and 
regulations that are being enacted 
across the globe. All of which, the 
health care providers will have to 
learn to manage and deal with.”

—MATT DOKEM, Marysville, OH
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